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DETAILED ACTION 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-9, 16, and 20 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Epstein (6,601,172 B1) in view of Hayosh. 

Claim 1 : Epstein teaches the host creates a time stamp containing the author's 

signature, receipt time, notary id, sequence number, and customer id (col. 3, lines 15- 

17), the host hashes the time stamp, and signs the time stamp (col. 4, lines 48-50). 

Epstein fails to teach modulating a base image with a graphical encoding of the signed 

message to produce a marked image. Hayosh teaches the pattern code is included in 

clear text in the bar code and is included in data that is digitally signed so that no data 

could be altered without its being detected (col. 14, lines 19-22). Prevention of 

alteration is accomplished by modulating the image data with the clear text 

transmission. 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the transmission method by Epstein to 
include graphical encoding of the signed message. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
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do so, as suggested by Hayosh, in order to provide the capability to produce a stamp, 
which is resistant to tampering. 

Claim 2: Epstein teaches a server encrypts hash of combination using server's private 
key to form server's signature for second compression (Fig. 3B, #247). 

Claim 3: Epstein teaches a one-way hash of the document is produced and the hash is 
encrypted using a private key of the owner of the document to form a so-called digital 
signature (col. 1, lines 18-21). 

Claim 4: Epstein teaches a server encrypts hash of combination using server's private 
key to form server's signature for second compression (Fig. 3B, #247). 

Claim 5: Epstein teaches receiving a time-stamp with a digital time and a notary's 
signature (col. 7, lines 20-24). 

Claim 6: Epstein fails to teach a signed message includes an image of a handwritten 
signature. Hayosh teaches a digital certificate in the 2-D bar code produced by the 
public key digital signature system (col. 8, lines 56-59). Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the system by Epstein by including a certificate. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
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motivated to do so, as suggested by Hayosh, in order to provide the capability to 
authenticate the message. 

Claim 7: Epstein fails to teach the base image includes an image comprises vectorizing 
the handwritten signature image. Hayosh teaches a clear text contained in the bar code 
is further protected by being part of the message that is digitally signed (col. 7, lines 20- 
26). Therefore, it would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to modify the system by Epstein by including a 
handwritten signature. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by 
Hayosh, in order to validate the sender of the message. 

Claim 8: Epstein fails to teach modulating the base image comprises vectorizing the 
handwritten signature image. Hayosh teaches a graphic file format means a raster 
format for data that is bit mapped. The file format allows the image of a picture to be 
inserted into a page with standard text. (col. 7, lines 26-57) 

Claim 9: Epstein fails to teach comprising obtaining a set of base control points for the 
vectorized handwritten signature image, and encoding the information by displacing the 
base control points to obtain a marked set of control points from which the marked 
image is produced. Hayosh teaches a bar code encoder software which chooses the 
parameters of numbers of rows or columns, element width, element height, and the 
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degree of error correction (col. 14, lines 31-37). Therefore, it would have been obvious 
to a person having ordinary skill in the art at the time the invention was made to modify 
the system by Epstein by including a handwritten signature. This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by Hayosh, in order to validate the sender of the 
message. 

Claim 16: Epstein teaches the host creates a time stamp containing the author's 
signature, receipt time, notary id, sequence number, and customer id (col. 3, lines 15- 
17), the host hashes the time stamp, and signs the time stamp (col. 4, lines 48-50). 
Epstein fails to teach modulating a base image with a graphical encoding of the signed 
message to produce a marked image. Hayosh teaches the pattern code is included in 
clear text in the bar code and is included in data that is digitally signed so that no data 
could be altered without its being detected (col. 14, lines 19-22). Prevention of 
alteration is accomplished by modulating the image data with the clear text 
transmission. 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the transmission method by Epstein to 
include graphical encoding of the signed message. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Hayosh, in order to provide the capability to produce a stamp, 
which is resistant to tampering. 
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Claim 20: Epstein teaches the host hashes the time stamp, and signs the time stamp 
(col. 4, lines 48-50). Epstein fails to teach modulate a base image with a graphical 
encoding of the signed message to produce a marked image. Hayosh teaches the 
pattern code is included in clear text in the bar code and is included in data that is 
digitally signed so that no data could be altered without its being detected (col. 14, lines 
19-22). Prevention of alteration is accomplished by modulating the image data with the 
clear text transmission. 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the transmission method by Epstein to 
include graphical encoding of the signed message. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by Hayosh, in order to provide the capability to produce a stamp, 
which is resistant to tampering. 

Claims 10-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Epstein in view of Hayosh, further in view of Vanstone (6,212,281 B1 ). 
Claim 10: Epstein fails to teach comprising extracting the signed message from the 
marked image. Vanstone teaches a signature component is used in digital signature 
protocols that allow the recovery of the short-term public key and hence the encrypted 
key from a hash of the encrypted message (col. 4, lines 61-65). 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system by Epstein by extracting the 
signed message from the marked image. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to do so, 
as suggested by Hayosh, in order to identify the sender of the message. 

Claim 1 1 : Epstein teaches a module includes apparatus to hash the time stamp and 
decrypt the notary's signature using the notary's public key and compare the results to 
determine the origin of the time stamp and that the contents have not been altered (col. 
7, lines 24-28). 

Claim 12: Epstein teaches a module includes apparatus to hash the time stamp and 
decrypt the notary's signature using the notary's public key (col. 7, lines 28-33). 

Claim 13: Epstein teaches a module receive, a hash of the original document server's 
signature and notary's signature for the original document (col. 7, lines 33-41). 

Claim 14: Epstein teaches a module includes apparatus to hash the time stamp and 
decrypt the notary's signature using the notary's public key (col. 7, lines 28-33). 



Application/Control Number: 09/728,292 Page 8 

Art Unit: 2132 

Claim 15: Epstein teaches a server receives a digitally signed document from an 
authoring station. The program module performs a one-way hash on the document, 
decrypts the digital signature and compares the result (col. 8, lines 4-9). 

Claims 17-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Epstein in view of Vanstone. 

Claim 17: Epstein teaches a module includes apparatus to hash the time stamp and 
decrypt the notary's signature using the notary's public key and compare the results to 
determine the origin of the time stamp and that the contents have not been altered (col. 
7, lines 24-28). Epstein fails to teach decoding the extracted signed message to 
produce a decoded message and extracting from the decoded message information 
encoded in the marked image. Vanstone teaches the recipient recovers the message 
by hashing the message string and utilizing the value to recover the encryption key (col. 
2, lines 41-43) and the message can be recovered from the message string (col. 2, 42- 
44). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system by Epstein by decoding the 
signed message to produce a decoded message and to extract from the decoded 
message information. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by 
Hayosh, in order to transmit information securely and be able to extract it later for use. 
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Claim 18: Epstein teaches the viewer hashes the image time stamp and 
decrypts the notary's image signature to verify the image time stamp (col. 5, lines 34- 
43). The hashed time stamp can only be compared favorably to a like digital signal. 
Epstein teaches a module decrypts the signature, hashes the document, combines the 
hash, and compares the results to verify the origin of the revision and original 
documents and that the revision has not been altered since signing. Epstein fails to 
teach decrypting the encrypted original cryptographic hash with a public key. Vanstone 
teaches decrypting the message with the transmitter's public key. 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system by Epstein by decrypting the 
encrypted original cryptographic hash with a public key. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by Hayosh, in order to use the hash for comparison 
and authentication. 

Claim 19: Epstein teaches a module decrypts the signature, hashes the document, 
combines the hash, and compares the results to verify the origin of the revision and 
original documents and that the revision has not been altered since signing (col. 8, lines 
23-28). Epstein fails to teach decode the extracted signed message to produce a 
decoded message and extract from the decoded message information encoded in the 
marked image. Vanstone teaches the recipient recovers the message by hashing the 
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message string and utilizing the value to recover the encryption key (col. 2, lines 41-43) 
and the message can be recovered from the message string (col. 2, 42-44). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system by Epstein by decoding the 
signed message to produce a decoded message and to extract from the decoded 
message information. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by 
Hayosh, in order to transmit information securely and be able to extract it later for use. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Todd M Jack whose telephone number is 703-305-1027 
The examiner can normally be reached on M-Th, alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady, can be reached on 703-305-9595. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 



Conclusion 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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